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Neuroimaging modalities



Ethical issues to consider in Neuroimaging 
data Collection and Sharing



Informed Consent 

● Sufficient Information
● Comprehension
● Voluntariness 

Respect for autonomy
Participants have the right to make 
informed decisions about their involvement



Process of Informed Consent

Ethics  review process

● Prepare your information Sheet and the consent form
○ Aims and objectives
○ Entire research process in a language accessible to non experts
○ Participants’ involvement (including their right to withdraw at any time)
○ Risks and Benefits
○ Data management processes

● Application for ethics approval from ERB
● Get signatures 

○ From  patients
○ Guardians
○ Carers
○ Next of kin



Privacy and Confidentiality

● Neuroimaging data often reveal detailed personal information about an individual's 
○ Names
○ Age
○ Occupation 
○ Address
○ Brain structure and function (Brain prints)

Respect for privacy
Researchers must take measures to safeguard 
participants' identity and sensitive information



Protection of privacy

Anonymisation
Irreversible removal of personally identifiable information (PII) 
from datasets (both direct and indirect identifiers)

Pseudonymisation/Deidentification
Removal of direct identifiers from the datasets to protect the 
confidentiality of the data subjects















EU General Data Protection Regulation (GDPR)

GDPR applies to the processing of personal data

Data processing - "any operation or set of operations which are performed on 
personal data"

Personal Data is any information relating to an identified or identifiable person

Recital 26 – Identifiable – If anyone can identify a natural person using all means 
reasonably likely to be used, then the information is personal data. 



‘Special category Personal Data’:
A. personal data revealing racial or ethnic 

origin,
B. political opinions,
C. religious or philosophical beliefs,
D. trade union membership,
E. genetic data,
F. biometric data for the purpose of uniquely 

identifying a natural person,
G. data concerning health
H. data concerning a natural person's sex life 

or sexual orientation.  

‘General Personal Data’: Names, 
telephone numbers, email 
addresses, identification numbers, 
account related data such as 
Human Resources data, location 
data, IP addresses.

GDPR



Includes: 

● Pseudonymised/De-identified Data

Excludes: 

● Anonymised Data
● Post-mortem data
● Animal data

 



● Legal basis for processing 

● Technical and Organisational Measures
○ Data Protection Impact Assessment 

(DPIA)
○ Anonymisation/Pseudonymisation
○ Encryption

● Relevant Agreements
○ Data use agreements
○ Data Transfer Agreements 
○ Data processing agreement
○ Joint Data controllership agreement

What do you do?



Consent- Clear Consent 

for a clear purpose

Contract – necessary for a 
contract with the 
individual

Legal Obligation – 
Necessary to comply 

with the law

Vital Interests – 

Necessary to protect 

someone’s life

Public Task – necessary to 

perform a task in the public 

interest, or an official 

function, and is necessary in 

law

Legitimate interest – 

necessary for our legitimate 

interest, unless there’s a 

good reason to protect 

someone’s personal data

Identify Lawful Basis art. 6



Lawful Basis (art. 9)
Explicit Consent Employment Vital Interests 

Made public by the data 

subject 

Carried out by a not for profit 

organisation (e.g religious 

organisation or trade union)

Legal Claims

Preventive or occupational 

medicine, inc. to assess the 

working capacity of the 

employee

Public interest in the 

area of public health

Archiving purposes in public 

interest, scientific or historical 

research purposes or 

statistical purposes

Substantial public 

interest on the basis of 

union or state law





Data Subject Rights



Think about whether you can 
comply with these rights when 
determining the legal basis.  
Consider resource implications.  

Lawful Basis and data subject rights



Relevant Agreements

○ Data use agreements
○ Data Transfer Agreements 
○ Data processing agreement
○ Joint Data controllership agreement

Create Organisational Safeguards



● Anonymisation/Pseudonymisation
● Encryption

Establish Technical Measures



International Transfers

● Data sovereignty is prioritised. 
● International Transfers can occur only when the when the recipient of 

the personal data is subject either to 
(1) a law
(2) Binding Corporate Rules (‘BCRs’), 
(3) contractual clauses, 
(4) a Code of Conduct, or 
(5) a certification mechanism that “affords an adequate level of 
protection” to that provided by the Act. 



● Regulations are not an excuse for not sharing your data
● Consent for the research protocol is different from consent as a lawful basis
● Consent is not the only lawful basis and is not usually the only lawful basis
● Always remember your duties to the data subjects

Key Points to Note…





Who owns the neuroimages you collect?

Data Ownership



Data controllers and processors

Data controller: an individual, private entity, public 

Commission or agency, or any other body which, 

alone or jointly with others, determines the purposes 

and means of the processing of personal data. 

Data processor:  an individual, private entity, public 

authority, or any other body who or which processes 

personal data on behalf of or at the direction of a data 

controller or another data processor. 

When the controller collects personal data directly or indirectly 

from a data subject, they must supply the data subject with the 

following information prior to collection:

■ The identity, residence or place of business of, and 

means of communication with the controller; 

■ The specific lawful basis of processing under either 

Section 25(1) or 30(1) of the Act, and the specific 

purposes of processing; 

■ The categories of recipients of the personal data; 

■ The existence of the data subject rights; 

■ The retention period of the data; 

■ The right to lodge a complaint with the Commission; and

■ The existence of any automated decision-making, including 

profiling, its significance, the envisaged consequence of 

such processing for the data subject, and the right to 

object to/challenge such processing. 



Non-representative subject selection - Selection Bias

● You should avoid  selection bias as well as exploiting vulnerable populations and ensure that the 
selection of subjects is fair and equitable

● Neuroimaging studies should be conducted with scientific rigor to ensure the validity and reliability of 
the results

Ethical Principle: Justice. Ensure fair distribution of the benefits and burdens of research and avoid 
exploitation



Dual-Use of Concern

Neuroimaging technologies could potentially be misused for purposes such as 

● Mind-Reading and Privacy Invasion
● Manipulation of Brain Activity
● Military and Intelligence Applications

Ethical Principle: Responsible conduct/Beneficence/Non-Maleficence. Researchers should consider the 
potential dual-use implications of their work and take steps to mitigate risks



Questions?


